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BUILDING NEXT-GENERATION SOFTWARE-ENABLED ARMORED VEHICLES

EXECUTIVE SUMMARY

Armored vehicles that are purpose-built for mission-critical operations are
reliant on control systems that provide deterministic behavior to meet hard
real-time requirements, deliver extreme reliability, and meet rigorous security
requirements against evolving threats. Wind River® has the partners and the
expertise, a proven real-time operating system (RTOS), software lifecycle
management techniques, and an extensive track record to meet and exceed

these requirements.
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NEW TECHNOLOGIES OPEN MARKET OPPORTUNITIES

Military armored vehicles today differ markedly from early generations, as new technologies
have expanded and strengthened operational capabilities. Autonomous and semiautonomous
vehicle operations are enabled by faster processors, artificial intelligence (Al), more compact and
energy-efficient computers, and scalable cloud computing. Sophisticated simulation software lets
suppliers design and test system components even when these suppliers reside in geographically
separate regions. Modern design methodologies, such as DevSecOps, have gained widespread
adoption for embedded edge devices, simplifying the consistent development of secure, highly

maintainable systems in a cloud-native environment.

Several factors drive armed forces to acquire modern armored vehicles. Increasing geopolitical,
low-intensity warfare incidents; the need for rapid deployment of forces in areas all over the world;
and standardization requirements (as part of alliances such as NATO) have all had an impact on
vehicle acquisition.

Modernization programs are underway globally as leading countries with large defense budgets
seek to bolster their capabilities, update or replace obsolete equipment, and deploy armored vehi-
cle fleets with technologies that increase mission readiness. These countries often lean toward
bespoke solutions developed in collaboration with vehicle OEMs, technology experts, and mobility
communication leaders. Smaller countries with restricted budgets are scanning the market for

solutions that are less custom but capable of meeting urgent requirements quickly and effectively.

FUNDAMENTAL SYSTEMS IN A MODERN ARMORED VEHICLE

Light, medium, and heavy armored vehicles are typically equipped with essentially similar systems,
as shown in Figure 1. The primary differences are the type and amount of armoring and the extent to
which these vehicles have been engineered to resist damage from hostile fire, whether from rocket-
propelled grenades, anti-tank weapons, armed drones, or other types of weaponry.

In a software-enabled armored vehicle, these systems can be connected through a cloud platform.
Applications (as well as mission data) are updated by OCl-compliant containers and provisions are
in place that follow DevSecOps practices for rapid deployment and full automation over the system's
lifecycle. Although cloud-native development, deployment, operations, and service are available
today, the operational and maintenance cycles that characterize the military environment are not
necessarily conducive to their use. It is not always possible or even desirable to perform a software
update on a vehicle at the front line, for example, even though the capability may present an opera-
tional advantage.

Beyond the vehicle itself, which may be delivered by any of several specialty OEMSs, there are the
added systems that enable specialized functions, such as autonomous operation, commmunica-
tion within a cloud environment (mobile, edge, or multi-cloud hybrid), electronic control unit (ECU)
consolidation, hypervisors, weapons control, self defense, and so on. These additions are usually
handled by a traditional aerospace and defense (A&D) prime, often in partnership with system/

subsystem suppliers and other specialized technology providers.

The deep experience Wind River has with large-scale systems for space exploration, avionics
systems, industrial automation, electrical grid substations, and hybrid cloud deployments provides

an ideal foundation for building next-generation software-enabled armored vehicles.
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Software-Enabled:

The New Armored Vehicle

The term software-enabled
armored vehicle covers a multitude
of different roles and vehicle types,
from infantry combat vehicles

to armored personnel carri-

ers, from main battle tanks to
mobile command stations; and
vehicles with and without weap-
ons, tracked or wheeled, and
manned or optionally manned.

Software-enabled means that func-
tions, and in certain cases even
hardware, can be manipulated,
enhanced, created, and managed
by means of mechanisms based
on software control. When an A&D
system is software-enabled, its
capabilities can evolve more easily,
and new technologies can be more
affordably integrated throughout
the 20 to 40 years of operations
that most A&D systems experience.
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Laser Warning System
Radar Warning System
Threat Detection System
Active Protection System

Crew Terminals
Helmet-Mounted Display
Enhanced Vision Systems

Engine Control
Power Infrastructure Control & Monitoring
Health & Usage Monitoring System (HUMS)

Figure 1. Primary systems in a battle tank

INCREASING INTEROPERABILITY THROUGH
OPEN STANDARDS

With the expectation that land platforms will undergo numerous
upgrades and modifications during operation over a decade or more
of use, open standards—based architectures simplify platform design
by minimizing integration of components and defining a unified
environment for subsystem deployment. By avoiding the costly and
inefficient nonstandardized approach that has prevailed for years
with military land vehicles, many key problems can be minimized or

eliminated.

Crew control and displays can be made more uniform, streamlining
training, usage, and maintenance requirements.

Power conflicts between platform components can be minimized.
Data generated by the system can be analyzed more effectively
and exploited to improve platform operation and performance.

+ The use of open architectures makes it easier and more cost-
effective to design and integrate multiple electronic subsystems
onto military vehicles.

+ From crew displays with multifunction capabilities to control units
based on a unified framework, important vehicle functions become
more accessible and immediately familiar to vehicle operators.

The NATO Generic Vehicle Architecture (NGVA) STANAG 4754
ensures an open architecture approach for land vehicles and aims to
provide interoperability across NATO vehicle fleets, standardizing the
power infrastructure, electrical, and electronic subsystems and the
verification and validation process. NGVA enhances the operational
effectiveness of vehicles, reduces integration risk of subsystems, and
lowers the total cost of ownership across NATO nations. Key drivers
for NGVA are:
An agile mission platform
+ Innovation and faster technology insertion
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Tactical Radar System
Thermal Imaging System
Optical Sensors

360 Camera Vision System
Video System

Fire Control System

Remote Weapons Control
Turret Drive Control

Target Detection and Tracking

Guidance Computer

Mission Computer

Mission Data Storage

External Communications

Internal Communications (Voice & Data)

Increased interoperability between systems
Reduced lifecycle costs

The current version of NGVA addresses the communications mecha-
nism between subsystems, using Data Distribution Service and
a defined data model. It recognizes that other standards may be
used to define application execution environments, such as Future
Airborne Capability Environment (FACE™) or European Component
Oriented Architecture (ECOA). These would be nation-specific to fit in
with other operational goals at the national level.

To improve software reusability and provide support for complex
networked systems, ECOA was developed as an open specification.
This framework for mission-system software includes components
that operate in real time as well as those that are service oriented.

Inthe U.S., two open standards provide guidance for weapons system
development and acquisition for the Department of Defense (DoD):
the Vehicular Integration for C4ISR/EW Interoperability (VICTORY)
and FACE, which is an example of the MOSA (Modular Open Systems
Approach) strategy. These standards are becoming more closely
aligned to strengthen interoperability goals.

FACE was originally designed for aircraft systems to make software
portable and independent of real-time operating systems and safety-
critical functions. VICTORY, developed as a hardware architecture
standard, increased interoperability of armored vehicle design and
development, standardizing the interfaces to vehicle systems and
defining the in-vehicle network and on-the-wire-network for C4ISR/
EW equipment.

Another U.S. initiative is for sensor standardization. Sensor Open
Systems Architecture™ (SOSA™) is a higher-level standard that
aims to achieve commonality among sensors used. The guidelines
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were established by the Open Group SOSA Consortium for use by
command, control, communications, computers, and reconnais-
sance (C4ISR) systems.

From the perspective of operating system functionality, for develop-
ers of the applications running the control systems shown in Figure
1, the requirements of NGVA, ECOA, and FACE are well defined. With
POSIX® and FACE compliance, Wind River operating system solutions
fit comfortably into those standards, whether a hard real-time deter-
ministic operating system such as VxWorks®, a Wind River Linux envi-
ronment, or a hypervisor-based solution using Helix™ Virtualization
Platform. The standard networking solutions accessible through
Wind River OS solutions are suitable for meeting most interoper-
ability issues. Unlike the scenario for aircraft systems, certification to
specific standards is not necessary for NGVA. It is the responsibil-
ity of individual end users to perform any testing at the system level.
Meeting the criteria of open standards is suitable in most cases to
ensure software compatibility.

Volume VI of the NGVA standard covers safety aspects of vehicle
systems, and as we shift toward autonomous vehicle operation, these
safety requirements will increase. The NGVA standard references
both the automotive safety standard (ISO 26262) and the industrial
safety standard (IEC 61508).

THE UTAGES OF AUTONOMOUS
MILITARY VEHICLES

Autonomous, semiautonomous, and optionally manned military
armored vehicles each have a role in digitally transformed defense
implementations, and the technologies within each area are being
refined at a rapid pace. It is possible to envision a time, not far in the
future, when military armored vehicles will perform missions such as
supply runs, reconnaissance expeditions, or terrain surveys without
needing personnel on board. This could be a distinct advantage in situ-
ations in which the lives and health of personnel are at risk because of
potential enemy actions. Creating a vehicle that is optionally manned
can be valuable in instances involving missions that have one or more
individuals on board with the understanding that the vehicle is also
capable of being operated in fully autonomous mode. In addition, by
enabling greater autonomy in vehicle operations, the number of crew
members required to complete a mission can be reduced, thereby
lowering overall risk and cost for an entire fleet.

The recently announced partnership between Wind River and Aptiv
brings a wealth of experience around autonomous and semiautono-
mous vehicle operation to engagements, dovetailing with Wind River
experience in software-enabled architectures.
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DEVSECOPS PROVIDES INNOVATIVE WAYS OF
RETHINKING VEHICLE DESIGN

The continuous integration/continuous delivery (CI/CD) workflow that
gained popularity as DevOps practices matured has been extended
to encompass security provisions more deeply with DevSecOps.
Following the principles of DevSecOps is a proven method of strength-
ening security, starting at the very earliest stages of design to mitigate
potential security vulnerabilities and develop systems at each level
that protect against malicious intrusions and hacking threats. Wind
River has adopted DevSecOps practices into development pipelines
and integrated these underlying principles into toolsets for use by the
development community to collaborate and build complex systems

involving multiple organizations and wide-ranging goals.

A modern military land vehicle is comprised of many interlocking
subsystems, with software functioning at different levels for control-
ling operation of the vehicle and communication with command-
and-control centers. The cloud-native toolset provided by Wind River
Studio supports development processes that follow DevSecOps prin-
ciples, integrating new software releases into the main body of code
systematically and with rigorous testing available at each stage of the
pipeline. Building secure military land vehicles requires the collabora-
tive work of many different teams, from the OEMs who construct the
physical vehicle to the developers who create the apps to control the
vehicle. Robust security is a team effort, furthered by a development
environment that supports DevSecOps practices.

s e
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Operate & Service

Automate Processes
on the Edge

Collaborate in a
CI/CD Workflow

ol

Develop in the Cloud

Integrate Your
Applications

Figure 2. Studio development processes support DevSecOps principles

Once vehicles have been procured and become active in the field,
fleet management and daily operation are important concerns.
The DevSecOps environment proves invaluable in managing secu-
rity patches and software updates to change the various mission
systems. The status of each vehicle in the fleet inventory can be moni-
tored and verified to ensure that security is up-to-date and systems
are functioning well for the intended missions. Management of fleets
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Figure 3. A DevSecOps workflow includes ongoing security analysis and testing

can be a risky proposition without a system that ensures that there
are no weak points in the system security perimeter, or attack vectors
that have not been mitigated.

A practice that has proven useful in avionics can also be applied
to military vehicles. Aircraft equipped with an internal cloud server
can use containerized applications for updating and maintenance;
this kind of software architecture can also be used in military
vehicles in the field. Technology developed by Wind River and Aptiv
could make it possible to have a central management computer
in a mobile cloud configuration that can update, on the fly, other
computers on different vehicles. When there is persistent connec-
tivity to headquarters, a central management computer can deliver
the latest containerized applications that are ready for the next
update through the mobile cloud or other means.

The Studio environment makes this type of operation accessible

and offers opportunities to systematically control and update mili-

tary vehicles deployed on missions. This innovative approach could

SINGLE PANE OF GLASS TO COLLABORATE AS A MODERNIZED TEAM

DEVELOPMENT DEPLOYMENT OPERATIONS SERVICES

SECURITY
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have wide application in the A&D sector, beyond the operator exam-
ple provided.

ACHIEVING OPTIMAL FLEXIBILITY IN THE FIELD

The trend toward software-enabled systems is one that appears to
be accelerating as end users realize that the flexibility offered by this
approach has numerous benefits and makes it possible to adapt
a system or machine to multiple uses. When applied to armored
vehicles, a single configuration of a vehicle can be tailored to one
type of mission and then reconfigured through software to perform
other functions that address new or changing mission require-
ments. In this way, a single type of vehicle can be reconfigured as
needed to adapt to changes in field conditions, new requirements,
mission priorities, and unexpected situations as the need arises.
Rapid field updates are possible either through a traditional cloud
network, if available, or through a mobile cloud in environments in

which communication is sporadic or nonexistent

* AUTOMATED DEPLOYMENT OF NEW SERVICES
IN MINUTES

+ CLOUD-NATIVE CURATED, INTEGRATED PIPELINE
FOR INTELLIGENT SYSTEMS

* RAPID PROTOTYPING AND AUTOMATED TESTING

Figure 4. Studio spans the lifecycle of intelligent systems
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+ CLOUD PLATFORM FOR ZERO-TOUCH EDGE
OPERATION

+ ANALYTICS TO KEEP THE INTELLIGENT EDGE
UP AND OPTIMIZED

+ ACCELERATION OF THE MACHINE ECONOMY
THROUGH AUTOMATION, DIGITAL FEEDBACK
LOOPS, Al, AND INSIGHTS
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Shortening Long Development Cycles with Simics

An invaluable tool throughout the development process of many
types of complex systems, Wind River Simics® allows teams to
build and test simulations of systems within a cloud-native environ-
ment — without needing the actual hardware present. The toolsets
available through Studio can help design, develop, and deploy the
framework for creating the simulation and manage collaboration
with contributors and organizations involved in project development,
some of whom may be building subsystems that will operate within

a complex system.

By automating the processes for integrating and deploying compo-
nents in a simulation of the final system, much of the difficult devel-
opment work can be accomplished without the need for hardware
prototypes. Geographically separated engineers and developers can
work together on a final design, test and validate individual compo-
nents for interoperability, perform regression testing, confirm soft-
ware compatibility, measure solution performance, and verify that
requirements have been met. This can shorten development cycles
by eliminating hardware supply chain delays and detecting design
problems before investing in actual hardware prototypes.

Software users who are not familiar with the depth and sophistica-
tion of Simics may not realize the full scope of time savings and
development acceleration that is possible with this type of simula-
tion and a cloud-native development environment. Technology often
changes during the course of building any type of system, for exam-
ple. However, even if the architecture changes during development,
Simics and a cloud-native development environment let the project
continue. Prototypes can be developed with the latest configurations
in place. Migrations to different environments can be accomplished
easily even as the design progresses.

Delivering Maximum Safety and Security in a
Software-Enabled Vehicle

Simics also enables teams to subject components and systems to
multiple forms of security testing. These simulations can be used
to discover vulnerabilities, explore potential attack vectors, and insti-
tute layered security measures that provide a high degree of security.
Components developed by multiple teams can be tested in a secure
environment to explore design concepts and ensure interoperability
before hardware prototypes are built.

BUILDING NEXT-GENERATION SOFTWARE-ENABLED ARMORED VEHICLES

In a simulated environment in combination with the latest container
technology, the discovery of vulnerabilities — whether new malware,
a newly uncovered cybersecurity threat, or weaknesses in applica-
tions or operating systems — can lead to quick action. Patches
can be made using containers, often without taking the deployed
system out of service. Wind River has invested considerable energy
and effort in advancing and refining container technology and
continues to lead in scenarios in which mission-critical, fail-safe

operation is paramount.

Capitalizing on the Advantages of Electric and Hybrid-
Electric Drive Technologies

In response to the rising threat of climate change and to gain opera-
tional advantages for future vehicle fleets, plans are underway by the
DoD — in cooperation with the auto industry — to introduce electric
and hybrid-electric drive technologies into large segments of the
military. Currently, some 170,000 non-tactical military vehicles are
already in use on military bases. This is the second-largest deploy-
ment in the U.S. federal government, trailing only the U.S. Postal
Service.

Fueling electric vehicles in the field presents a significant hurdle for
the military. In a Defense News article,” U.S. Army Brigadier General
Glenn Dean summarized the problem by saying, “The huge challenge
at the end of the day: It takes X amount of energy to move your vehi-
cles to point A to point B. Then you need X amount of energy to move
again. Where does it come from? | can drive a Tesla 300 miles, but
I'm expecting a Tesla charging station at that point. Where are those
charging stations on the battlefield? Do you have to bring them with
you, or are you going to expect them to be there?”

Armored vehicles, of course, tend to be very heavy and often need
to travel very fast, which brings up engine requirements that are
more demanding than those of the urban environment — even when
considering hybrid-electric vehicles, whose engines can usually
supply much of the needed charging. Despite the challenges,
however, military planners are actively scoping the possibilities and
beginning to prototype. The potential exists for vehicles that not only
have a high-efficiency, self-sustaining energy source but that operate

with minimal noise and low heat signatures.

Control systems specifically for electric and hybrid vehicles will
need to be designed, an area where Wind River could make valuable

1 Jen Judson, “Is the Army Warming up to Electric Vehicles in Its Fleet?” Defense News, June 2021
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contributions to advancing the technology. Communication systems to identify charging stations,
vehicle battery status, and lifecycle stage in the field, as well as other resources valuable to main-
taining electric vehicle fleets, would be useful. The use of robotics in the systems of software-
enabled electric or hybrid-electric armored vehicles is another area for exploration.

As the defense sector more actively explores the possibilities of tactical vehicles with electric
propulsion, innovative examples have been appearing with greater frequency at industry events.
For example, at the Eurosatory trade conference in Paris in early June 2022, vehicle makers exhib-
ited innovative equipment, including the Arquus Scarabee light armored vehicle, with a fully hybrid
powertrain; and the eight-wheel drive FFG Genesis, an armored personnel carrier. The event also
displayed the DURO-¢, an all-terrain tactical vehicle that was fully electric and featured battery or
fuel cell power options. The vehicle was codesigned by General Dynamics, Magna Powertrain,
and Phi-Power AG.

Surveying the state of developments in an article for Defense News,? Vivienne Machi noted, “Gone
are the days when military vehicles simply need to roll. Now, they must come equipped with
complex communications systems, radars, lasers, jammers, and other electronic systems, turn-
ing battlefield rides into mobile power stations.”

CONCLUSION

Technologies are nascent for widespread adoption of software-enabled armored vehicles, but
advances are taking place on all aspects of implementing the vision at a rapid pace. Autonomous
and semiautonomous operation of vehicles is within reach, and Wind River is partnering with
companies that have a clear vision and the innovative mindset to realize the promise of this next
generation of vehicles. Edge computing and cloud networking have proceeded at an equally rapid
pace, and military aircraft are beginning to deploy systems that rely on the cloud for communica-
tion. The solid benefits and versatility of software-enabled machine technology will likely hasten
military organizations in becoming adopters and proponents, as armored vehicles based on this
approach move on from the planning stages and are built in increasing numbers worldwide.

2 Vivienne Machi, “Vehicle Makers Court Europe’s Military with Hybrid, Electric Rides,” Defense News, June 2022

Additional Resources

Learn more about Studio, the first
cloud-native platform for the develop-
ment, deployment, operations, and
servicing of mission-critical intelligent
edge systems.

To explore the ways in which
VxWorks, the Studio real-time
operating system, provides RTOS
capabilities for embedded systems,
see VxWorks: Redefining the Role of
the RTOS.

Learn how Simics can expose cyber-
security threats and test complex
system scenarios for those designing
and developing systems for military
vehicles.

To learn more about certification
of safety-critical applications, visit
VxWorks Safety Platforms.
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Wind River is a global leader of software for the intelligent edge. Its technology has been powering the safest, most secure devices since 1981 and is in billions of products. Wind River is accelerating the digital

transformation of mission-critical intelligent systems that demand the highest levels of security, safety, and reliability.
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